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EJIMIITUYKE KPUBE HAJI KOHAYHUM ITOJBUMA I,

Hagase: ¢ je ctenen npocrtor 6poja p # 2,3
JIEOVHUIINIA

E(Fy) = {(z,y) €Fg xFy |y =2+ ax+ b} U{O},
raecy a,b e F, ta. A =—16 (4a3 + 27b2) #0.

> Capg je onepaunje Texxe BUAETU reOMETPUJCKY, ann @ u O ce
Mory padyHatum anrebapckn (nomohy dopmyna ca nocnegrser
CNnajia NpeTxoAHe npeseHTauwmje)

» [pyntn 3akon Ha EK: (E (F,),®,o,0) je Abenosa rpyna

» VYobuuajero je ga ce nuwe E (F;), ann je moxaa ncnpastuje
E (Fg;a,b) jep 3aBucn og 3 napametpa ¢, a u b



@ Copy ™ Run  SageMath 10.1

E = EllipticCurve(GF(83), [7.,36])
E.plot(pointsize=45)
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Eanntudka kpusa y2 = 2 + 7z + 36 Hag nomwem Zgz, Tauka O ce
He BUAM



23 — 2 Hapg nomem Zq;

10,1) na EK y? =

(

(5,7) @ (8,10)



Mpumep: Ogpeantu cee Tauke Enuntuuke kpuse y? = 23 + 3z + 8
Ha nosbem Z13

=
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1493 [12[10]
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Sada mozemo da za svako = € {0,1,2,...12} odredimo vrednost za y? jednostavnom zamenom
vrednosti u jednacinu krive.
2 =0— y> =8 = 8 se ne nalazi u tabeli, stoga nema tacke za x=0.

2 =1— y* =12 = Iz tabele dobijamo da je y = 5 pa dobijamo dve tacke krive: (1,5)1 (1, 8).

r=2—y? =9 Iz tabele dobijamo da je y = £3 pa dobijamo dve tacke krive: (2, 3) i (2, 10).
r=3—=y* =55 se ne nalazi u tabeli, stoga nema tacke za x=3.
=4 — y* =6 — 6 sc ne nalazi u tabeli, stoga nema tacke za x=4.
=5 y*=5-=5 se ne nalazi u tabeli, stoga nema tacke za x=5.

2 =06 — y> =8 — 8 se ne nalazi u tabeli, stoga nema tacke za x=6.

2 =T—y> =8 — 8 se ne nalazi u tabeli, stoga nema tacke za x=7.

2 =8 — y?> =11 — 11 se ne nalazi u tabeli, stoga nema tacke za x=8.

=9 = y* =10 — Iz tabele dobijamo da je y = £6 pa dobijamo dve tacke krive: (9, 6) i (9, 7).
=10 — y> = 11 — 5 se ne nalazi u tabeli, stoga nema tacke za x=10.

2 =11 — y> =7 — 5 se ne nalazi u tabeli, stoga nema tacke za x=11.

=12 = 3> = 4 = Iz tabele dobijamo da je y = 2 pa dobijamo dve tacke krive: (12, 2) i (12, 11).

E(Fy3) = {0, (1,5).(1,8),(2.3). (2,10).(9.6). (9. 7). (12.2). (12, 11)}



%Fa'lganiu (1,8) @ (9,7) ha ea. "T“L"A EfaL’-11'¥’>°t+Z Hay Zi
v Ta

e“)\" Twﬂgu— wod 1%
TL(A‘. { k-ja cogpres [ J—g:ﬁli”) S g-8=8(x-1)

=8=
—i—:'—:S
i
ENL: (8x)'=x?43x+ 8
x’—i:y.1+ %X+ 8 O PER = R
Buaufa‘ga 4’:?"‘&k-llq. xp,,_;(q + xg = -1

v X, = -1 =2
Yr=8:2=3

POR =(2,-3)= (2,10)
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. -- 2p - or ®
Bvamo@a ":?“Zwllc\ => 2t X, = +1
"
2:9=5 Xy, =1-5 =3

U,\:_g*—g:—@

2P =(3,¢)



Tabauua cabuparea Ha kpusoj y2 = 3 + = + 2 Ha nomwem Zi3
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Konuko uma Tadaka Ha kpueoj E (Fy), 7j. (z,y) € F, Ta.
y? =23+ azx +b?
P> [a nojegHOCTaBMMO ¢ = P NPOCT

» [Moacehiatbe: 6poj peluera KBaApaTHE KOHrpyeHumje -2 =pa

je 0 nnn 2 (kaxke ce: a je KBaApaTHU HEOCTATaK UM OCTaTaKk,
peaom)
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Konuko uma Tadaka Ha kpueoj E (Fy), 7j. (z,y) € F, Ta.
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P> [a nojegHOCTaBMMO ¢ = P NPOCT
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» [lopceharbe: 6poj peluersa KBaipaTHe KOHTpyeHUumnje T° =, a
je 0 nnn 2 (kaxke ce: a je KBaApaTHU HEOCTATaK UM OCTaTaKk,

peaom)
TEOPEMA

. . p—1
Bpoj keagpaTHux (He)ocTaTaka je 5.

Jokas: Ako z?

T W auns Z; OHa uma p — 1 pellerse Tj. 32 CBAKO & UMA jefiHO
pewerse no a. 3ato je p — 1 = 2 - 6p. KB. OCT.
6p. kB. HeocT. = p — 1 — Bp. KB. OCT.

Ep a rnefamo Kao JeagHadYunHy no A€ NpoOMeEHJbUBE




Konnko nma tavaka wa kpusoj E (Fy), Tj. (z,y) € F, Ta.
y? =23+ ax +b?

> VHTynTneHo:

1 + 6poj pew. no x, y
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=1+ Z 6poj pew. no y 3a ukc.
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Konnko nma tavaka wa kpusoj E (Fy), Tj. (z,y) € F, Ta.
y? =23+ ax +b?

> VHTynTneHo:

1 + 6poj pew. no x, y
o

=1+ Z 6poj pew. no y 3a ukc.
z€lF,

g ()

z€lF,

3
:p+1+z<w+;f+b>

z€lf),

> Kako (]3> HacymuyHo (nofjeaHako BepoBaTHO) y3uMa
BpeAHOCTU £1 oyekyjemMo fa je cyMa mana



XACEOBA TEOPEMA
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XACEOBA TEOPEMA

Kapannanwoct rpyne I (Fy) je ¢ + 1+ s, rge je s < 2,/q.
HopatHo, 3a cBaky LenobpojHy BpeaHOCT s € [—2,/q, 2./
noctoju EK E (Fy) 1a. je |E(Fy)|=q+1+s

KsbydHa ngeja:
> VmecTo rpyne (]F;;, ) kopuctutn rpyny (E (Fy), @)

> VmecTo pukcHe kapauHanHocTn ¢ — 1 umamo cnoboay
l¢+1—-2q,q+ 142,/



Momohy Sage-a Moxemo Hafiv Tauke ca eNUNTUYKUX KPUBKX Haf,
Z7 (BUuBMMO Aa wuxos 6poj Huje yeek nctu!)

E = Ellipticcurve(GF(7),[1,3])

E.points()

[@:1:0), (4:1:

E = Ellipticcurve(6F(7),[2,6])

E.points()

[(@:1:@), (1:3:
t 1), (4:6:

E = EllipticCurve(GF(7),[6,6])

E.points()

[(e:1:@), (3:3:

1), (4

1), (1
1), (5 : 1 :

1), (3¢

6

4
1), (5 :

1

: 1), (5

1), (2:
6 : 1)]

1), (5

]

2

9

0 cony

M Run

1 1), (6:1:1), (6:6:1)]
@Capy » Run

:1), (2:5:1), (3:2:1), (3:
@Copy » Run

1]

& SageMath 10.1

& SageMath 10.1

5:1), (4:1

& SageMath 10.1



> VmecTo rpyne (IF;, ) kopuctutn rpyny (E (Fy), @)
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n
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» Tpumep: 3a 100P 3anuwemo bGunapHo
100 = 26 + 25 4 22 = 11001005, Taga je

100P = 2(2(P & 2(2(2(P @ 2P)))))
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> VmecTo rpyne (IF;, ) kopuctutn rpyny (E (Fy), @)
» CreneHoBatse g" ce mewacanP=PHPd--- P

n

» [lpumeTtumo ga nP moxe butu n O

» nP ce padyHa MOHOBJ/bEHUM Lynauparem Tauke (Kao
MOHOBJLEHO KBaLpUpat-e)

» Tpumep: 3a 100P 3anuwemo bGunapHo
100 = 26 + 25 4 22 = 11001005, Taga je

100P = 2(2(P & 2(2(2(P @ 2P)))))

» nP ce padyHa ca O(logn) onepaunja @, a ceakn @ ce
peann3yje ca HEKOJIMKO cabuparba, oay3nmarba, MHOXEMA. ..

[IPOBJEM JUCKPETHOT JIOTAPUTMA

Ako je nosHato P n nP oapeantn n.

V npakcu, 0BO Ce peluaBa jow Cropuje of AUCKPETHOr JorapuTMa
%
y Fy



3a enuntuuky kpusy 42 = 3 4 2z 4 6 Hag Z; pobujamo
yukanyny rpyny pega 11 umnjn je renepatop P = (1,4)

T Copy M Run & SageMath 10.1
E = EllipticCurve(GF(7),[2,6])

E.points()

[(@:1:8), (1 :3:1), (1:4:1), (2:2:1), (2:5:1), (3:2:1), (3:5:1), (4:1
t1), (4:6 1), (5:1:1), (5:6:1)]

Q Copy | M Run & SageMath 10.1
E = EllipticCurve(GF(7),[2,6])
P=E([1,4])
s=[n*P for n in range(1,12)]

s
[(1:a:1),
(2:5:1),
(5:6: 1),
(3:2:1),
(a4:6:1),
(4 :1:1),
(3:5:1),
(5:1:1),
(2:2:1),
(1:3:1),
(8 :1:0)]



O Copy M Run & Sage-10.1

E=EllipticCurve(GF(7),[2,6])
P=E([1,4])

s=[n*P for n in range(1,13)]
plot(line(s))

y=3.58

Nznomseena nunnja cnaja P, 2P, ..., 10P, 11IP=0Own 12P =P
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KOoanPAKE MMOJATAKA TTOMOERY EK

Ako je ¢ = p npocT 6poj:
» Osaj metog fie pagnTtu ycnewno ca sepoeatHohiom 1 —
npu vemy k camun bupamo, y npaken k € [30, 50]
> [lopyka koja Tpeba ga ce kogupa ce no notpedbn ce genn Ha
BiokoBe M KOjU Ce NpeBOAe Y Hymepuyky ekBuBaneHT M
(kao paHmje). Makcnmanna senuumna 6noka N je 1o. Nk < ¢

1
2k »

» M Tpeba kogupatu Taukom (g, Yyp) ca KpuUBe
E: y?=2%+ax +b (nag Z,)

» MMokywa ce ca xg = Mk, ykonuko y? = z3 + axg + b uma
pewera, n3abepemMo jeaHO TaKBO ¥g



KOoanPAKE MMOJATAKA TTOMOERY EK

Ako je ¢ = p npocT 6poj:
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Osaj meTop hie pagnTn ycnewto ca seposathohom 1 — o,

npu vemy k camun bupamo, y npaken k € [30, 50]

MNMopyka koja Tpeba ga ce kKogupa ce no noTpebu ce genn Ha
BiokoBe M KOjU Ce NpeBOAe Y Hymepuyky ekBuBaneHT M
(kao paHmje). Makcnmanna senuumna 6noka N je 1o. Nk < ¢
M Tpeba kogupaTtu Taukom (xo,yo) Ca Kpuee

E: y?=2%+ax +b (nag Z,)

Mokywa ce ca zg = Mk, ykonuko y* = x3 + azg + b uma
pewera, n3abepemMo jeaHO TaKBO ¥g

VKONMKO NpeTX. HeEMa pellera NokylaBamo aasbe ca Mk + 1,
Mk+2, ..., Mk + k — 1 cBe gok He nponaliemo (xq,yo)
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KOoanPAKE MMOJATAKA TTOMOERY EK

Ako je ¢ = p npocT 6poj:

| 2

>

1

Osaj meTop hie pagnTn ycnewto ca seposathohom 1 — o,

npu vemy k camun bupamo, y npaken k € [30, 50]

MNMopyka koja Tpeba ga ce kKogupa ce no noTpebu ce genn Ha
BiokoBe M KOjU Ce NpeBOAe Y Hymepuyky ekBuBaneHT M
(kao paHmje). Makcnmanna senuumna 6noka N je 1o. Nk < ¢
M Tpeba kogupaTtu Taukom (xo,yo) Ca Kpuee

E: y?=2%+ax +b (nag Z,)

Mokywa ce ca zg = Mk, ykonuko y* = x3 + azg + b uma
pewera, n3abepemMo jeaHO TaKBO ¥g

VKONMKO NpeTX. HeEMa pellera NokylaBamo aasbe ca Mk + 1,
Mk+2, ..., Mk + k — 1 cBe gok He nponaliemo (xq,yo)
KBagpaTHa KOHIpyeHLMja Ma PELLEHE Y % cny4ajeea, na je
BepoBaTHoha ga fiemo y k nokywaja bap jegHom 6uTn
ycnewHn 1 — 2%

Kogupana nopyka je Tauka (xo,yo), Mafa Ce y HEKUM
MMMJIEMEHTALMjaMa KOPUCTH CaMo X



OnwTn cayyaj: ¢ = p* n
Fq = {ao+a1t—|—-~+aa_1ta_1‘ 0<ag,a1,...,00-1<p— 1}
» Cge NCTO Kao Ha MPOLUJOM CRajay Cem:
» Kapa ce kogupa M 6poj Mk + j (penom 3a
j=0,1,...,k — 1) ce 3anuwwe y OCHOBM P KaO

Mk +j=ao+ap+ap*+ -+ arp”

(r<a—1jepje M < q) n nokywa ce aga ce 3a NOANHOM
2o = x0(t) = ag + a1t + - -- + a,_1t"~* Hahe nonuHom
Yo = yo(t) 14. (z0,y0) npunaga EK



JIEKOJITUPAKE TIOJJATAKA TTOMOKRY EK

Vimamo Tauky (xo,yp), Tpeba pekoHCTpyncaTn nopyky m:



JIEKOJITUPAKE TIOJJATAKA TTOMOKRY EK
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JIEKOJITUPAKE TIOJJATAKA TTOMOKRY EK

Vimamo Tauky (xo,yp), Tpeba pekoHCTpyncaTn nopyky m:

> 3a g =p npoct: M pobujamo kao [2¢]
> O6jawrberbe: [22] = [M + L] = M (ne 3Hamo wrTa je j, camo
3Hamo fa je u3 [0,k — 1])

» 3a ¢ = p™: MMaMo A0AATHO KOPaK Aa MOJUHOM
zo(t) = ag + a1t + - - - + a,_1t"~! npeseaemo y 6poj

ap+aip+---+ ar,lp’"_l, JaJbe aHaNIOTHO MpeTx. Ciy4ajy



Mpumep: 4-6uthHy nopyky m = 6 = 01102 Tpeba KoaupaTi Taykom
P = (z0,y0) ca EK 32 = 23 + = 4 3 Haa nomem Zzor
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Mpumep: 4-6uthHy nopyky m = 6 = 01102 Tpeba KoaupaTi Taykom
P = (z0,y0) ca EK 32 = 23 + = 4 3 Haa nomem Zzor

> Mosxemo kopuctutu k = 16 nokywaja jep je 307 > 2% - 16

» [Mokywamo ca g = mk = 96 = 0110|0000,

96° + 96 +3Y\ _ [ 61 (3T (2,
307 S \307/) 61 /) \61)
» [Mokywamo ca xg = mk + 1 =97 = 0110/00015

0T+ 97BN (62 _ (LY (2 (807
307 - \307/) \307/)\307) 31
N—_——

-1

(-G &

1

)+ ()-()-

» [lopyka ce kogupa Taukom P = (97,...)
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> JaBHuK Kiby4: KOHa4HO nosbe Iy, ennnTnyka kpuea
E: y?>=2%+ azx + b Hag F, v Tauka P = (z0,y0) € E (Fy),
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HInon-XEJIMAHOBO YCATJIAIIIABAE K/BYYA
IHoMonry EK

> JaBHuK Kiby4: KOHa4HO nosbe Iy, ennnTnyka kpuea
E: y?>=2%+ azx + b Hag F, v Tauka P = (z0,y0) € E (Fy),
OZHOCHO napameTpu (q, a, b, xo)
> [oxesmHo je aa P Gyne renepatop rpyne (E (F,),®)
» Anuca n Boban 6upajy cBoje TajHe kbydese ag,ap < |E (Fy)|
» 3aTum padyHajy jaBHe kibydese as P, apP € E (F;) n
pasmetbyjy ux (0bjasswyjy)
» Vcarnawenn kbyd fie 6utn K = (aqsap) P € E (Fy)

> Asnunca moxe ga uspadyHa K kao K = aa (agP). U canyno
Boban gonasm po K

» Llnua Bugn camo aaP v apP, e n K



Zadatak Elipticka kriva koja se koristi za problem usaglasavanja kljuéeva Diffie-Helman protokola
je B i y? = 2® +32+8 nad poljem F13. Ako se koristi generator P = (2,3), tajni kljucevi ax = 4, ap =5,
odrediti tacku koja se dobija kao rezultat usaglasavanja.

@ Copy M Run @@ SageMath 10.1

E=Ellipticcurve(GF(13), [3,8])
P=E([2,3])

a_A=4

a_B=5

a_AP=a_A*P

a_BP=a_B*P

Alisink=a_aA*a_BP
BobanovK=a_B*a_AP

P, a_AP, a BP, Alisink, Bobanovk

(2:3:1), (1 :5:1), (1 :8:1), (12 : 11 :+ 1), (12 : 11 : 1))
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» JaBHu Kiby4: kOHa4uHO nosbe [y, enunTrnyka kpusa
E: y?>=2%+ax+bn tauka P = (z0,y0) € E (Fy),
OAHOCHO napametpu (g, a, b, xq)
» MoxesbHo je ga P 6yane renepatop rpyne (E (Fy),®)
» BobaH brpa csoj TajHn kiby4 e < |E (F;)| n nomohy rbera
pauyHa jasHu kyd eP € E (F,)

» 3a cBaku koampaHwn 6aok nopyke M € E (F,) Anuca
reHepuie cayyaja 6poj k < |E (Fy)| n wame BobaHy Tauke
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pobuna og Bobana) ca k

> bobaH Tauky keP moxe gobutn Tako wto kP nomHoXuM ca e
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EJAI'AMAJIOB KPUIITOCUCTEM TTOMO®RY EK

» JaBHu Kiby4: kOHa4uHO nosbe [y, enunTrnyka kpusa
E: y?>=2%+ax+bn tauka P = (z0,y0) € E (Fy),
OAHOCHO napametpu (g, a, b, xq)
» MoxesbHo je ga P 6yane renepatop rpyne (E (Fy),®)
» BobaH brpa csoj TajHn kiby4 e < |E (F;)| n nomohy rbera
pauyHa jasHu kyd eP € E (F,)

» 3a cBaku koampaHwn 6aok nopyke M € E (F,) Anuca
reHepuie cayyaja 6poj k < |E (Fy)| n wame BobaHy Tauke
kP w M @ keP, rpe keP pobunja muoxehn tauky eP (kojy je
pobuna og Bobana) ca k

> bobaH Tauky keP moxe gobutn Tako wto kP nomHoXuM ca e

v

BobaH cabupa Tauke M @ keP w ©keP w ponasn go M

» Luua eugu camo eP n kP, M @ keP v mopa ga pewu
npobem guckpetHor noraputMa ga bu gowna go nopyke M



Zadatak Za sistem El Gamal koristi se elipticka kriva E : y*> = 2° 4+ 3z + 8 nad poljem Fi3.
Generator je P = (2,3). Ako su tajni klju¢ e = 5, prikazati postupak sifrovanja poruke
M = (12,11) (koristi se slucajan broj k =4), a zatim postupak desifrovanja Sifrata.

0 Copy M Run & SageMath 10.1

E=EllipticCurve(GF(13),[3,8])
P=E([2,3])

e=5

M=E([12,11])

k=4

eP=e*p

kp=k*p

kriptM=M+k*eP
dekriptM=kriptM-e*kp

eP, kP, kriptM, dekriptm

((1:8:1), (1 :5:12), (1 :5:1), (12 : 11 : 1))



