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Caj6ep nHanagwu

Cajbep Hana/ npeacTaesba Hamag Ha padyHape koju noepehyje
NOBEPJLUBOCT, UHTErPUTET 1 NHdOPMaLMje Koje Cce Hanase Ha
HanagHyTOM padyHapy.
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Cajbep Hanagu — Hajyewhwu cajbep Hanagwn

e [leuarbe (eHr. phishing)
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e [leuarse (eHr. phishing)
e SQL wnHjekuumja

e DoS Hanagu
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Cajbep Hanagun

SQL wnHjekuyunja



SQL wHjekuunja

SQL wHjekumja je meToga Hanaga Ha Beb cTpaHy basupaHy
Ha 6asn nogaTaka Koja HeEMa CUFYpHOCT M Huje MpaBUJIHO
3awTtunhena. Hanagay npuctyna annmkauymjn kao v 6uno koju
APYrn KAWJEHT anivkaumje, ann ymetarbem (ybpusrasarbe)
SQL ynuTa y TekCcTyasiHO MoJbe 3a YHOC nojaTaka KjujeHTa y
anaukauumjy, Hanagay MoXe NPeBapuTyn anaukauujy 4a BpaTu

oceTsbnBe nHdopmaumje.
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SQL wHjekuunja — npumep

SELECT * FROM Users
WHERE UserId = 105 OR 1=1

Cajbep Hanagwn 5



SQL wHjekuunja — npumep

SELECT * FROM Users
WHERE UserId = 105 OR 1=1

Hajuehe npeu kopucHuk y Tabenn je agMuUHNCTPATOpP, OBMM YMUTOM

ce Mory JobuTtu agMuUHUCTPATOPCKa Mpasa.
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

MocmaTpamo HesawTuheHy Beb nNpogasHMLy Koja UMa pasnnymTe
KaTeropuje npomseoga. KopucHuk bupa peunrmMo kateropujy
MOHWUTOPU 1 fobuja HapegHu url.
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

MocmaTpamo HesawTuheHy Beb nNpogasHMLy Koja UMa pasnnymTe
KaTeropuje npomseoga. KopucHuk bupa peunrmMo kateropujy
MOHWUTOPU 1 fobuja HapegHu url.
https://nezasticena-prodavnica.com/

proizvodi?kategorija=Monitori

V nosaguHn ce N3BpLUABA HAPESHU YMUT.
SELECT * FROM proizvodi
WHERE kategorija = 'Monitori’
AND naStanju = 1
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

Hanagau moxe ga namenu url Ha cnegehun HavuH.
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

Hanagay moxe fa namenu url Ha cnegehin HaumH.
https://nezasticena-prodavnica.com/

proizvodi?kategorija=Monitori’--
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

--y SQL ynuty o3HavaBajy komeHTap. CBe HakoH ABe LpTuLE
ce 3aHemMapuje 1 TO CE MOXKE 3JI0ynoTpebuTn.
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

Hanapay moxe ga uamenun url un Ha cnegehun HaumH.
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka
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V nosaguHn ce N3BpLUABA HAPESHU YMNT.

SELECT * FROM proizvodi
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SQL whjekuuja — MNpeysmmame ckpuBeHnx nogaTtaka

Hanagay moxe ga usmenun url v Ha cnegehu HaumH.
https://nezasticena-prodavnica.com/

proizvodi?kategorija=Monitori/+0R+1=1--

V nosaguHn ce N3BpLUABA HAPESHU YMNT.

SELECT * FROM proizvodi

WHERE kategorija = 'Monitori’ OR 1=1 --/
AND naStanju = 1

Ha oBaj HauuH MOXXe NpUKYNUTK CBE NOJATKE O CBUM MPOU3BOAMMA.
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SQL wHjekuuja — ycnewHo forosame

Peunmo, umamo anaukaumjy 3a kojy je notpebHo ynoroeatu ce.
username: danijela
password: abrakadabra

V nosagnHn ce M3BPLIABA HapPeAHN ynuT.
SELECT * FROM users

WHERE username = ‘danijela’
AND password = 'abrakadabra’
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SQL wHjekuuja — ycnewHo forosame

Vinak, npouec noroarse ce Moxe 3710ynoTpedbuTy.
username: danijela’--
password:

V nosagnHn ce M3BPLIABA HapPeAHN ynuT.
SELECT * FROM users

WHERE username = 'danijela’--’
AND password = "
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SQL uHjekumnja — kopuwherse UNION

Hanapay moxe ga usmenn url v Ha cnegehu HauuH.
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Hanapay moxe ga usmenn url v Ha cnegehu HauuH.
https://nezasticena-prodavnica.com/
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FROM users--’
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SQL uvHjekumnja — Tun Gasze

Osum ynutom y Oracle moxe ce casHaTu Tun base.
SELECT * FROM v$version
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SQL wvHjekuynja — Tabene y 6a3u

Oeum ynuTtom 3a BefinHy 6asa moxe ce casHaTu Koje Tabene
CafipXKe U KOje KOJIOHe ce Hanase y Tum Tabenama.
SELECT * FROM information_schema.tables
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SQL wHjekumnja — cnene SQL wnHjekumje

Muore annnkauuje He Bpahajy pesyntate SQL ynuta wan getasme
buno Koje rpewwke base nogaTaka y cBojum ogrosopuma. Minak un
Jajbe Ce MOry UCKOPUCTUTM 3a NpUCTyn HeosnawheHnm nogayuma,
aln TEXHUKE KOje Cy YK/byHEeHE YrIaBHOM Cy CJIOXKEHUJE 1 TeXe 3a
n3soherse. OBakBu MeToam ce HasmBeajy criene SQL nnjekuuje.
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SQL wHjekumnja — cnene SQL wnHjekumje

e Moryhe je npomenutn noruky ynuta. To bu morno
YK/by41BaTH ybpn3raBarbe HOBOT yCNOBa y Heky Bynoscky
JIOTMKY WU YCIIOBHO MOKPETakbe MPeLLKe Kao LITO je nogena ca

HYJIOM.
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SQL wHjekumnja — cnene SQL wnHjekumje

e Moryhe je npomenutn noruky ynuta. To bu morno
YK/by41BaTH ybpn3raBarbe HOBOT yCNOBa y Heky Bynoscky
JIOTMKY WU YCIIOBHO MOKPETakbe MPeLLKe Kao LITO je nogena ca
HYJIOM.

e Moxe ce NOKpeHyTM YCAOBHO BPEMEHCKO KalUtberse y obpaau
ynuTa, omoryhasajyhiu fa ce 3aksby4u UCTUHUTOCT CTarba Ha

OCHOBY BpeMeHa Koje je arimkauuju notpebHo Aa ogrosopu.

Cajbep Hanagwn 16



Cajbep Hanagwu

DoS (eHr. Denial-of-Service) Hanagm



DoS (enr. Denial-of-Service) nanagu

Cy Hanagm oCMULLIJbEHA
Aa CnpednTn NErmTUMHE KOPUCHUKE Aa KOPUCTE padyHapPCKy

ycnyry.



DoS (enr. Denial-of-Service) nanagu

DoS (enr. Denial-of-Service) Hanagn cy Hanagm ocMULLIbEHA

Aa CnpednTn NErmTUMHE KOPUCHUKE Aa KOPUCTE padyHapPCKy

ycnyry.

DoS Hanag moxe yksbyqnBatu HeosnalwheHn npuctyn jesHom

UM BULLE padvyHapa CUCTEMUMA, anu Lusb DoS Hanaga Huje

kpaba uHdopmauuja.
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DoS Hanagu — ynm

Lins DoS Hanaga je ma nopemeTy cnocobHOCT padyHapckor
cepBepa fAa OLroBOpuTM CBOjUM kiamjeHTuma. OmeTarbe
HopMmanHe ynoTpebe padyHapa ycayre MOry pesyaTupartu

3Ha4YajHOM LUTETOM.

e KomnaHuje koja npofaje NpousBOAe U yCiyre nyTem
NutepHeta Mory nsrybutu nocao.

e BojHa opranusaumja moxe umatn npobneme y KOMyHUKaLuju.

e Bnaga nnun HenpoduTHa opraHmsaumja opraHmsalmja Moxaa

nehe mohin ga ceojy nopyky objaeu jasHo.
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DoS Hanagwu

DoS Hamag je npumep “acumerpudHor’ Hanaga, y Kojem je

jeaHa ocoba MOXKE HALITETUTM OFPOMHOj OpraHM3aLuju.
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DDoS (enr. Distributed—Denial-of-Service) Hanagu

3a pasnuky og DoS nanaga, DDoS (enr. Distributed—Denial-
of-Service) nanagn cy Hanagm ca Buwe nokaumja. DDoS
Hanaau Cy Kaja BULLIECTPYKU CUCTEMY BOAE CUHXPOHU3OBAHU
DoS Hanag Ha jegHy meTy.

ObunyHo ce 3a oBe Hanajge KOpUCTU Mpexxa boToBa.
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DDoS Hanagwu

MpeaHoctn DDoS Hanaga:

e Hanagau moxe nckopuctuty Behin kanauuteT pecypca Kako 6w

U3BPLINO 030M/bAHO pa3opaH Hamnag.

e Jlokauuje Hanaga ce Tewko oapebyjy 36or ciyyajHe nogene

Hanajavykux cucremMa.
e Texe je yracuTu BuLUE MALUMHA HETO jefHY.

e [lpaBy Hanagauky rpyny (eHr.attacking party) je Beoma TeLIKO
NAeHTUUKOBATY, jep CE OHU NMPUKPUBAjJY N33 MHOTUX

(yrﬂaBHOM KOMﬂpOMI/ITOBaHI/IX) CncTtema

Cajbep Hanagn 21



Npumepn Hanapga




LIEHCOH LIEJMC AHYETA

e lleHcoH Llejmc AnueTa, pagHuk y jegHoMm VHTepHeT kadey, je
2004. n 2005. HanpaBuo Mpexy og oko 6400000 boTosa,
yKsbyqyjyhin n pavyHape kojuma je ynpaesbano MuHuctapcteo
opbpane CAL.

Mpumepn Hanaga 22



LIEHCOH LIEJMC AHYETA

e lleHcoH Llejmc AnueTa, pagHuk y jegHoMm VHTepHeT kadey, je
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e Apneepu n cnamepu cy nnatuinm AHYETW [a KOpUCTeE Te

padyHape.
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LIEHCOH LIEJMC AHYETA

LleHcon Llejmc Anueta, pagHuk y jeaHom HTepHeT kadpey, je

2004. n 2005. HanpaBuo Mpexy og oko 6400000 boTosa,
yKsbyqyjyhin n pavyHape kojuma je ynpaesbano MuHuctapcteo
opbpane CAL.

e Apngepy 1 cnamepu cy naaTuam AHYETU Ja KOPUCTE Te
padyHape.

e FBIl ra je yxancrno v oH ce n3jacHNO KPWBUM.

e OcyheH je Ha 57 meceum 3aTBOpa, HOBYaHy ka3Hy 150009 un
KOH(PUCKOBaHa My je UMOBWHA.
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PHARMAMASTER

e Vzpaencka komnanmnja Blue Security je HanpaBuia cuctem 3a
3aWTUTY Of CMam Nopyka.
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PHARMAMASTER

WN3paencka komnanmnja Blue Security je HanpaBuia cuctem 3a
3alITUTY Of, cnam nopyka.
Cncrem je bro Beoma ycrewaH 1 Aeo cnamepa ce noByKao.

e Anu, He n PharmaMaster ...
e [pBo je Hanmao kopucHUKe HUxoBOr codpTeepa, wassyhn um 10

fo 20 nyTa BuLe cnam nopyka.
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PHARMAMASTER

WN3paencka komnanmnja Blue Security je HanpaBuia cuctem 3a

3aWTUTY OA CMaM Nopyka.

CucTem je 6o BeoMa ycnewax u Aeo crnamepa ce MoByKao.
e Anu, He n PharmaMaster ...
e [pBo je Hanmao kopucHUKe HUxoBOr codpTeepa, wassyhn um 10

fo 20 nyTa BuLe cnam nopyka.

A oHfa n camy KOMMNaHwUjy.
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PHARMAMASTER

WN3paencka komnanmnja Blue Security je HanpaBuia cuctem 3a
3aLWTUTY OA CrMaM Mopyka.

CucTem je 6o BeoMa ycnewax u Aeo crnamepa ce MoByKao.
Anu, He n PharmaMaster ...

MpBo je Hamao kopucHuke tbUxoBor codpTeepa, wassyhn um 10
fo 20 nyTa BuLe cnam nopyka.

A oHfa n camy KOMMNaHwUjy.

JNancupao je DDoS Hanag ca gecetuHa xusbaga 6oTtosa
unsajyhn Blue Security cepsepe. OrpomHa konn4mHa
[ONa3HMX nopyka je oHemoryhuna HunxoBy ycryry.
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3alTUTY Of CMam Mopyka.

e Cuncrem je bro Beoma ycrewaH v [eo cnaMepa ce NoByKao.

e Anu, He n PharmaMaster ...

e [pBo je Hanmao kopucHUKe HUxoBOr codpTeepa, wassyhn um 10
fo 20 nyTa BuLe cnam nopyka.

e A oHfa n camy KOMMaHujy.

e Jlancupao je DDoS Hanag ca gecetuHa xusbaga botoBsa
unsajyhn Blue Security cepsepe. OrpomHa konn4mHa
[ONa3HMX nopyka je oHemoryhuna HunxoBy ycryry.

e Kachuje cy ce DDoS Hanagu cokycupanu Ha gpyre koMmnaHuje
Koje kopucTe ycnyre Blue Security komnanuje.

e Kapa je Blue Security cxsaTno fa He MOXe [a 3alTUTN CBOje
knujeHTe og DDoS Hanaga v mejnoBa ca BUpycriMa, HEBOJSBHO

Mpumepn Hanaga
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pyna Avalanche

e Buin cy ogroeopHm 3a Buwe Hanga neuarsa Hero buna koja
Apyra opraHu3auuja.

e PagHa rpyna 3a cnpedaBatbe Kpahe ngeHTuTETa NpoueHusa je
aa je rpyna Avalanche buna onrosopHa 3a age Tpehute ceux

rnobasHux Hanaga neuarbem y apyroj nonaosutu 2009.

e V npyroj nonosuHu 2010. npumehero je pa je rpyna Avalanche
CKOpO MpekuHyna cBoje Hanage. [TpeTnocraeka je ga cy

JIaHCUPaN TPOjaHCKOr Korba Zeus.
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Ipy3unja (2008. roguHa)

e 2008. rognHe ponasm fo cykoba y nokpajuHu [py3uje — JyxHa
OceTuja.

e [pysmjcka Brnaga n npe Hero wTo je pycka Bojcka foLU/a Ha
TepuTopujy JyxxHe OceTuje je umana npobniem ca BeMKUM

DDoS Hanagowm.

e 2009. roanHe, komnanuja Twitter je Takohe nana 36or DDoS
Hanagom.

e [lpeTnocTaBka je fa ce MokyLwano cnpeqnTi objaB/brBare
TekcTa rpysmjckor bnorepa.

e llcToBpeMeHo mann n ocTann cajToBu Koje je oBaj bnorep

kopuctuo — Facebook, LiveJournal n Google.
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CA v Jyxna Kopeja (2009. roguHa)

e DDoS nanag Ha CAL un Jyxny Kopejy nssen je 4. jyna 20009.
rogute (amepuykn [laH HesaBucHoCTN).

e 3abenexeH je nag Buwe ogf TpehuHe Beb cajToBa y 0BUM
OpXaBama.

e V CAl HanagHyTa je Bena kyha, amepuykn Tpesop, TajHa
cnyxba, myjoplika bepsa ...

e V JyxHoj Kopeju, DDoS Hanag je n3spuieH Ha [nasy kyhy
(npencepHuyka nanata), Munucrapcteo ogbpate n HapogHy
CKYMLUTUHY.

e KopuwheHo je oko 50 go 65 xusbaga padyHapa.

e V JyxHoj Kopejn cajToBM ocTanu HefocTynHu Yak Ao 9. jyna.

e [lpetnocTaBsbano ce ga je Hanag U3BPLUEH KAo BUJ OCBETE jep
cy VjeaurseHe Hauuje yBene ogpegnere cavkuuje CeBepHoj

Kopeju y Tom nepuogy.
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