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bUTHWM acnNeKkTu

e [1a nn je peanHo Aay puamy ,,YMpu mykmn“
TEPOPUCTU NPEY3MY KOHTPOY Haa YIMYHOM
PAaCBETOM, CUCTEMOM 33 rac U e/IeKTPUYHe eHepruje’?

* [I[pobnemaTnyHm acneKkTu:
* XaKepu
* Mansep
e Cajbep KpmKnHan u cajbep Hanagu
* OHANAjH rnacame



XaKkepwu

* OpUrMHaANHO 3Ha4YeHe peyvn Xxakep — OHaj Koju
UCTPaXKyje, npeysmma puUsukK.

* MIT kKnyb 3a moaenoBame KenesHnua 1950-umx.

* HajooaHMjn YnaHoBM cy ocTajanu Ueny Hoh aa
nob6os/bllaBajy BENUKN MOOeN XKenesHuue
ncnujajyhm senmke KonnumHe Koka-Kone.

* ,XaK" je 3a bUX NpeacTas/bano yHanpehewe
Mmozena u pey , xakep“ je buna 3HaK nowToBaHa.

* Kpajem 1950-mx HeKkn oa xaKepa cy 3aBpinam
Kypcese nporpamupatsa... Ocrtano je ncrtopwuja...



XaKepu - Wwnpere

* Hekn pmamosu cy A0ONPUHENN WUMNPEHY nAaeje 33
XaKepucawem, Hnp. PaTHe urpe n3 1983.

e JlaHac cy xakepu Hajuyewhe oHM KOju NOKyLWaBajy Aa aobunjy
HeayTopM30BaHW 3/IOHAMEPHU MPUCTYN PadYyHapMma u
PAYYHAPCKNUM MpeXama.

* [Mpucrtynu:
1. [Norahakbe KopucHu4YKor nmeHa u wnedpe. Kaga je oo moryhe?

2. [pucnywKunBame, ,repambe n3Hag pameHa“
(enr. eavesdropping)

3. [lpeTtpaxuBare cmeha - Heke dupme He YHULWITaBajy NanmMpHoO
cmehe — Kako ce 0BO MOXe UCKOPUCTUTU?

4. CoumjanHN NHXKerepPUHr — norogaH y sehnm KomnaHujama. Hnp.
Bac Ha3o0Be Ha Nocay U NpeacTasu ce Kao wed Bawer weda.



Ka3He 3a Xakepucame

* KaXXHbnBe aKTUBHOCTU:
e [lpeHoc Koaa (BMpyca, upBa)

* HeayTopusoBaHu npuctyn Tyhum Hanosmma
(4ak U Kaga Hema npucTyna AaToTeEKama)

* [IpeHoC noBep/bUBUX BAAANHUX MHOOPMALM)a
e TproBuHa wndppama

* PayyHapcKke npesape

* PayyHapcke yueHe

* Y Amepunum je makCcMmasaiHa Ka3Ha
20 rogmHa 3aTteopa 1 250.0006.

* Y Cpbunjn cy HMKe Ka3He, a Hajuewhn obanK npeBape
je Hurepujcka npesapa.



AHann3a cay4yaja - Firesheep

* BehnHa UHTepHeT (http) caobpahaja Huje
WnPpoBaHa, a CAaMO HEKU KPUTUYHU AeN0BU
HNp. norosame, Npuctyn naahawuma uta. Jecy
(https). 3awTo HKje cBe?

* bexxnyHe mpexe cy nocebHo npobnematuyHe jep
je pey o0 paano CUrHaNY KOju MorKe bntu
NPEeCcpeTHYT.

e ,Sidejacking” je Bng 3noynotpebe y Kojem ce
npucayLwwkyje npeHoc y oksmnpy WiFi mperke u
y3nma Konaumh Koju KopucHuK aobuja oa cajta.



AHann3a cay4yaja - Firesheep

* [Ipobnem ca MHOrMM CajTOBMMA je LUTO MAKO MMajy
LWNPPOBAHY KOMYHUKaLMjy NpU ayTopU3saumjn,
Konaunmhum HUCY WndpoBaHM.

* Epuk batnep je 2010. HanpaBMo eKcTeH3unjy 3a Firefox

nopa Ha3ueom Firesheep:

* HaKoH KNKMKa Ha ayrme ,,Start capturing” KopucHuK 6mn Bnaeo
CMUCaK cBUX sbyam Koju kopuctn WiFiy 6an3mnHm m cajtose

KOje cy noceTuamn.

* KNIMKOM Ha HEKO ume n oarosapajyhu cajt oH 6u npuctynmo
NATOM CUCTEMY ayTOPMU30BaH KAao NPaBu KOPUCHUK.

* lLIta mncaunTte, 3awTo je batnep 1O ypaamo?
e [1a n je TO WITO je ypaanuo 6mno eTuykn?



Mansep

* 3/IOHAaMepPHM NPOrpamm Koju ce MHPUNTPUpPaAjy Ha
Baw payyHap:

* WTa mMmory Aa page HakoH Tora.
* HuwTa cneumjanHo, Tpolwe NpouUecopPCKo Bpeme.
* YHMwTaBajy buTHe gatoTeke.
* [Ipey3nmajy KOHTPO/Ily Had PaYyHaPOM:
* KopwucTe Baw payyHap Kao peno3nTopujym 3a YKpageHe Kaptuue.
* Baw payyHap cumynupa Beb cepsep 3a nopHorpadCcKku matepujan.

e Baw payyHap BpLIM Hanage Ha Apyre padyHape y uusby Aobujarba
npasa npuctyna (eHr. denial-of-service attack).



Brpycn mn upBu

* Bupyc je camopenanumnpajyhm nporpam Koju ce Hanasmny
OKBUPY HeKor gomahuHa (apyror nporpama).

* Kaga ce noKpeHe UHCTanaumja aomahunHa, Hajnpe ce
NoKpeHe BMpycC U NnpoHahe apyror agomahnHa y Bawem
pPayYyHapy n tbera nHpuumpa.

* Mory ce NnpeHoCUTU N NYyTEM UMEjN AoAaTaKa
(eHr. attachment)

* BehnHa nmejn KnnjeHaTta oBO cnpevasa.

* Hekun BMpycu mory butm penatmsHo 6e30nacHM U camo
3ay3MMaTU MEMOPUjY U TPOLLINTM NPOLLECOP.

° ,£I,per MOory 6pMC3TI/I Aatoeke U CINYHO.
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AHTUBUMPYC NPOTrpamm

* JaKo je BUTHO Aa byay a*KypHM.

* BehnHa nHdpeKumja Bnpycmma ce aewaBa 360r
HeaXXypHoOr aHTUBUpyc copTBepa.

* CTanHO ce nojas/byjy HOBU TUNOBK BMpPYCA.
* [locToje v NaXXHM aHTUBMPYC NPOrpamm.



LipBy

* [Iporpam Koju NpoHanasn CUrypHoOCHe nponycre y
PAaYYHAPCKO] MPEXKU U LLNPU CE.




PobepT Mopwuc

* Pobept Mopwuc je noyeo aa yum Unix jows Kaga je buoy
OCHOBHOj WKoAuW. Hberos oTay, je paano y benosum
nabopatopujama 1 OHM CY UMaAAN MPUCTYN NOCNOBHUM
payyHapuma og, Kyhe.

* Y6p30 je Mopuc OTKpMO curypHocHe nponycte y Unix-y na je
MOrao HNpP. A3 YNTa Mej10Be APYImX /byAU Y MPEXKU U
C/INYHO.

* Kao cTyaeHT oCHOBHUX CTyAMja Ha XapBapAy nocTao je
No3HaT Kao CTpy4rbak 3a Unix n ybp30 cy ra 3anocannmny
Benosum nabopatopujama.

* CTasiIHO je NpaBMO Wane Ha XapsapAay, HNp. ybauuo je ga npe
IOroBatba CTyAeHTM MOpPajy Aa 04roBope Ha NUTakbe Koje
nocTtassba Oracle, a HAKOH TOra Aa 1 camm NOCTaBe NUTameE.
HapasHO HKMje nocTtojao Oracle, camo cy jeaHn Apyruma
NOCTaB/bann NUTaH-A.



NHTepHeT ups — PobepT Mopuc

* Kaga je 6M0 Ha NOCTAUN/IOMCKMM CTyAMjaMa Ha
Cornell-y noctao je oncegHyT npaB/beHEM LIPBA
Koju he npobuTtn Unix curypHocrT.

* lberoBa /1UCTa Kesba je buna cneaeha:
* NHPMUMpaj 3 maliMHE NO IOKANTHOj MPEXHKMU
e Kopuctn CPU camo ako je cnoboaaH
* N36eraBaj cnopuje mallunHe
e MpoBamy|” wudpe y um/by Wnpera Ha Apyre pavyyHape

* Un/b upBa HUje 6uo aa owTeTn pavyHap, seh aa
VBMAM HA KOJIMKO MAaKCMMAJIHO pPayvyHapa MoXKe Aa
ce npowmnpwu!



NHTepHeT UpB - 1aHCUpPake

* Mopwuc je naHcupao UHTepHeT upBa 2. HoBembpa
1988. rognHe y MIT nabopatopujama.

* LlpB je Ha HEKOJIMKO AaHa oHecrnocobuo BehnHy
Tada AOCTYNMHMX padyyHapa (MHTepHeT je Taaa
VK/bY4YMBAO MaXOM YHUBEP3UTETE).

* Mopwuc je KacHuje nsbauveH ca Cornell-a n ocyheH
Ha 3 roAMHe YC/I0BHO U HOBYAHY Ka3HY.

e 1a nn je Mopunc 6uo etnyaH?



J1pyrn NO3HaTV LPBU

* 2004. SASSER

* 18 MMAMOHA MHEeKUM]a.

* /13a31Bao0 rawerbe pavyyHapa — Be/IMKK npobnem 3a
aBMOKOMMNaHWje, KenesHuue n CUYHO.

* KpVIBaLI,— cedaMHaecTorogmbak, Hemal.

e 2008. Conficker

* OKo 15 mununoHa nudpekuymja yrkwyuyjyhu n nobap ageo
BOjHe NHTepHeT mperke y PpaHuUyCcKoj, EHrneckoj nta.

e Ulnperbe no payyHapmma Koju HUCY MMasn nocaeamtu
Microsoft Update.

* KpuBal HUje OTKpPUBEH.



Ilpyrn BMAOBWM MasiIBEPa

* Cross-side scripting
* YbaumBsarse cTpaHor nporpama y Beb cajrt

* HaBoheHo npey3mmame (drive-by download)

* [lpey3nmarbe mansepa jep KOPUCHUK MUCIN Aa je TO
HeLWTo ApPYro (MCKaye nonyn, Na*KHW pe3yaTaT ryrm
npeTpare U CIM4YHO)

* TpOjaHCKM KOH

* MHPUNTMpPa ce M NOTOM HNp. Npey3nma wndpe 3a
pavyHapcKe urpe uta.

* Rootkits
* Spyware, Adware...



Cajbep Hanaau

* EKOHOMCKa Kopuct oa NHTepHeTa HEKONMKO XU/bada
MWNjapaAn roanwiHe u pacre.

* OBO YNHU NIHTEpPHET NpMMaM/bUBMM 33 OPraHU30BaHU
KPUMMUHAN.

* TUNOBM HanaAaa:
* [Meuarbe u neuatrbe wWrtanom (phishing and spear phishing)
* Ybaumsame SQL Koga (SQL injection)
* DoS n DDoS



[leuatbe

* Hanaaay wasbe MManoHe mejaoBa ca MHGopMaLuujom Aa je
KOPUCHWUYKU HaNOor
Ha HMP. AMa3oHY KOMNPOMUTOBAH.

* Ty je N Na*KHW NNHK Ka ,,AMa30HY" KOjU KOPUCHUK KIUKHE.

* KOpnCHUK BnBa npeycmepeH Ha
NaXXHy cTpaHuuy ,,AMa3oHa“ n aytopusyje ce.

* HapaBHO, TO je cCaMO MacKa cajTa M OH je 3anpaBo 04ao0 CBoje
MHd)opN\au,me
Ha/10T U KOPUCHUYKO UME

* HeKo/NIMKO CTOTMHA XM/baaa yCNeLwHMX Hanaaa neuatbem
roavilme.

* Meuarbe WTaNnom — BapujaHTa ca un/barbem ogpeheHe rpyne
KOPUCHMKA HMNpP. CTapnjux ocoba.



Ybaumsarbe SQL kKoaa

* YbaumBare SQL Koaa y TEKCTYA/IHO NOJbE 33 YHOC HNP.
Ha/ora unu wnepe.

* BehnHa no3Hatnx UHTEpHET cajToBa MMa 3aWITUTY
NPOTUB OBOTa.

* [pmep — KOPUCHNYKM YHOC 3a NpeTpary:

txtUserld = getRequestString("Userld");
txtSQL = "SELECT * FROM Users WHERE Userld =" + txtUserld;

e lllTa aKo ce yHece y TeKcTyanHo nosbe "464 or 1=1 “

e [lobuja ce:
txtSQL = "SELECT * FROM Users WHERE Userld =464 or 1=1



DoS (denial of service)

* Unm HMje Kpaha nogataka Beh oHecnocob/baBame
pavyyHapcKor cuctema (cepsepa).

* CepBep bMBa HanaaHyT NojeANHAYHO NN
CMMY/ITAHO O, CTPaHEe APYrMx CUCTEMA.

° MCTOBpEMeHO ce Nnouwasby Xnsbade 3axTeBa WToO
CNCTEM HE MOXKeE Oa NoAPHKU U CZTNYHHO.

* DDoS — anctpmnbympaHa BapmjaHTa oBOr Hanaaa



Cajbep KpUMMHaA

* [lpoanaja manuumosHor coprTeepa (Mansepa) Ha
nneraiHUM aykLmMjama OHOM KO HajBULLIE MOHYAMW.

* JeaHa malunHa nHenumpaHa Adware copTBepom
floHece y npoceKy 1S meceyHo:

* 33KOH BeNnKux bpojesal

* Jlorepu 3a TacTaTypy — jako onacHuU codpTBEPMU:
* Kpaha KpeanTHux Kaptuua
* 3noynotpeba nnahenunx ycnyra



Cajbep nuumaeHT - Blue Security

e 2006. N3paencka komnaHuja Blue Security:

* AHTU-CNaMm CUCTEM KOjU MHCTAZIMPaTE U Kaaa Bam cturHe
NopyKa Hajnpe 6mMBa NpoBepeHa oA, cepsBepa.

* AKO cepBep NOTBPAM Aia HMje cnam NponyLwTa NOPYKY Ka
npMmaodLly.

* Y cynpoOTHOM Ce Lasbe NOPYKa yno3opetba NoLn/baoly
OAHOCHO ,, cnamepy”.

* OBO je Bp/a10 6p30 ,,3aTpnano” caHayymnhe cnamepa n MHOTH
Cy oAycTanu og, Hanaaa Ha Blue Security kopucHukKe.

* Mehytnm rpyna cnamepa HUje ogyctana U HactaBmaa
je jow xewhe DDoS Hanaae Ha Blue Security.

* HapaBHo, Blue Security je yckopo nponao.



Cajbep nHumaeHT — AnbepTta
[ OH3anec

e 2010. AnbepTta loH3anec je ocyheHa Ha 20 rogmnHa
3aTBOpA.

e Pasnor: SQL ybaumBare Koaa KOjUM je yKpana
130 MMNMOHa KpeaUTHUX KapTuLa.

* Hajsuwe je buno npoHesepa Ha AeOUTHMM OHANAjH
KapTULAMa KOoje ce YeCTo Aajy Kao KYNnoHMu.

* lliteTa og oko 130 mmnnoHa aonapa.



[TONNTUYKN MOTUBUCAHMU Hdlla W

* EcToHwnja je ognyunna 2007. rognHe ga U3MecCTu CTaTyy
PYCKOT BOjHMKA U3 TanunHa, rnaBHor rpaja.

* OBaj noTes je ouereH Kao HenonynapaH mehy pyckum
CTAaHOBHULLTBOM U Yy Pycunjn reHepanHo.

* Mocneaunua je aa cy Pycn nssenn DDoS Hanage HeBuheHux
pa3mepa Ha cajtoBe ECTOHMU]e.

* OKO MMUNNOH payvyHapa je bUNo yK/by4yeHo y Hanaa Ha:
* JaBHe ycTaHOBe
* BnaguHe cnucrteme n cncteme Bojcke
* baHKe utAa.

* CnvyHe cTBapm cy ce aewasane ny pysunjn, Jy*KHoj
Kopeju, Tnbety uta.



OHANaJH rnacambe

* 360r MHOroH6pPOoOjHNX HENPABUJIHOCTM Ca
,1ANNPHNUM" Tnacartbem MHOore 3emsbe Cy 3arnoyene
NpaKcy rnacakba Ha eIeKTPOHCKMM MaLlMHAMaA.

* Y Hekum aenosuma AmepukKe, nonyTt Asbacke je
yBeAeHO OH/1ajH rnacame.

e EcToHMja je Buna npBa AprkaBa Koja je yBena
racare Ha HMBOY rNacaka 3a Nap/IaMeHT U
JIOKANHY ynpasy.

* 33 1 NPOTUB OHAjH rMacaka — ANCKYCHja”?



3aBPLHWM CEMMHAPCKK Paa0BU

* CeMMHapPCKM pagoBu ce paae y NnapoBMUma.

e CBaKu paj ce npeacrass/ba y 06/1MKy npe3eHTauumje
(pdf ili ppt) Koja AEMOHCTPUPa TEMATUKY.

* [pe3eHTaumnjy npase U NpeacTas/bajy 0ba y4yeHUKa.
* bpoj cnajpoBa je namehy 15 n 30.
* Tpajarbe npe3eHTaumje je namehy 20 n 25 mmHyTa.

* CBaKM CEMUHAPCKN 3axTeBa OMCEXKHO
NCTPaXKUBakbe N Npernes peneBaHTHe nTepaType.



CaaprKaj ceMmHapCcKor paaa

* BehnHa npe3eHTauuja (y 3aBUCHOCTU O, TEMATUKE)
Tpeba na uma:

1. YBop
* MoTuBauuja n onnc npobaema/TemaTnke
* Uctopwunjar
2. Paspaay
* [lpucTynu pelsaBamwy npobaema
* AKTYe/IHU pe3ynTaT U lbUXoBe AeMOHCTpaumje
* [lopeherbe aKkTyenHmx pesyntara
3. 3aK/by4dakK
* [lpaBuu aasser passoja n byayhHoct
* Bawe npagje
* [lnckycmja



CemunHapcku paa 1

byayhHoCT y UoBeK/pauyHap nHTepaKkLumjn

* KaKko AaHac usrnena nHTepakLuja YoBeKa U
pavyHapa, a Kako je nsrneaana Kpos NCTopujy?

 Kako he 3a 5, 10, 20 roanHa nsrnegatun?

e Nla "1 hemo 1 gasbe nmaTh TacTaType, MOHUTOPE,
Kako he usrnegaTtu padyyHapu n nporpamm?



CemnHapcKku paa 2

AyTOpCKa npaBa, cnoboaHa Kyntypa...

[Mornepajte oBa Tpu BUAEa 38 CMEPHULLE:

* https://www.youtube.com/watch?v=Db-
BPinwvthl&fmt=18

* https://www.youtube.com/watch?v=gXmhXJOpddl|
&fmt=18

* https://www.youtube.com/watch?v=RNYjlsdRgqg8



https://www.youtube.com/watch?v=b-BPinwvthI&fmt=18
https://www.youtube.com/watch?v=qXmhXJ0pddI&fmt=18
https://www.youtube.com/watch?v=RNYjIsdRqq8

CeMMHapCcKn paa 3

Cnobopa y Cloud oKpy»kery

* llTa je cloud payyHapcTBO?
e 1a nn je To byayhHoOCT payyHapcTBa?

 lWTa je ca 3awTnTom M npmBatHowhy nogaTtaka y
OBAKBOM CUCTEMY?

e http://isoc-ny.org/1338



http://isoc-ny.org/1338

CeMMHapCcKM paa 4

Meme Ha UHTepHeTy

* [lpe3eHTaumja Tpeba aa byae Wa/bUBOr KapaKTepa.

* Kopuctute meme ca nHTepHeTa, anm npobajte
HEeKaKo U Aa Ux Knacudpukyjere.

* J1ajTe HEKN KpaTaK MCTOPUJCKM npernen n Heke
3aK/by4Ke TaKohe.

e http://www.whatweknowsofar.com/memefactory/



http://www.whatweknowsofar.com/memefactory/

CeMMHAPCKM paa 5
Kpunrtorpadwmja

* OBO je Be/JiIMKa Tema, 3anpaBo Hay4yHa obnacr.

* [pobajte ga naete y WMPUHY N 0BjaCHUTE WTA CBE
NOCTOjU Y AOMEHY LUMNPPOBaH-A.

* HemojTe ce npesue PoKycupaTm Ha NojeaAnHaYHe
a/IfOPUTMeE, MOXK A CaMo jedaH oA a/iropuUTama
NOjaCHUTW y AeTasbe.



CeMMHAPCKM paa 6

Tectuparbe n sBepudpuKaumja nporpama u YMNoBa

* Ha Koju Ha4YMH NOKyLaBamo Aa eNMMUHULLIEMO
rPeLKe y Nporpammma M YNNOoBMMA NPE HEro LWTo
NCTW NOYHY Ala Ce KopucTe.

* MeToge dopmanHe sepuduKaumje.
* MeToae TecTupamba.

* [lpmepun HEeKUX yCrNeLwHNX N HeYCNEeLHNX
nogyxsarta...



CeMMHaAPCKM pag, /

Hose TexHONOrnje y copreepy (c) u xapasepy (x)

* buonowkn pavyHapwm (c,x)

e KBaHTHM payvyHapm (c,x)

* buonHdopmaTtuka (c)

* YyBarbe noaartaka

* HanpasuTe npernea wTta je HOBO U NePCNEKTUBHO.

e http://www.sciencealert.com/scientists-have-developed-the-
world-s-first-living-breathing-supercomputer

e http://www.sciencealert.com/this-new-5d-data-storage-disc-
can-store-360tb-of-data-for-14-billion-years



http://www.sciencealert.com/scientists-have-developed-the-world-s-first-living-breathing-supercomputer
http://www.sciencealert.com/this-new-5d-data-storage-disc-can-store-360tb-of-data-for-14-billion-years

CeMMHapCKM paa 8

BewTauka MHTEeNUreHumja

* OBO je orpomHa obnacTt, Tako Aa Tpeba HanpaBUTH
npernea.

* DOKyCcUpaTU ce Ha MOZEPHU]e TEXHONO0Inje anu
AaTN U NCTOPUJCKU npernea.

* doKycmpaTh ce Takohe U Ha eTUYKe acrnekTe.



